
Brand Protection &
Security of 

Fashion &
Luxury Goods

nonClonableIDTM LABEL WITH BARCODE

Bilcare Technologies is a 

division of Bilcare Ltd. focused 

on creating next-generation 

 anti-counterfeiting, security, 

and brand protection solutions 

for a broad range of 

industry sectors.

With breakthrough research in 

nanotechnology, Bilcare 

has developed a unique 

technology-nonClonableID™- 

that enables products to be 

authenticated as they move 

through the supply chain to 

the end consumer.  
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Counterfeiting and 
organised crime

Impact
on the economy

While consumers may find counterfeit merchandise a cheap and easy alternative, they 
do not understand the enormous ramifications of buying counterfeits. 

Counterfeits damage the economy as well.
In 2002, 18% (US$17.64m) of the US$98m of counterfeit products seized by US 
Customs were fashion related items. However, this figure had risen to US$42m by 2007.

Returns from counterfeiting 
are often used to fund other 
organised criminal activities 
including money laundering, 
drug trafficking and terrorism. 
In 1996, Business Week reported 
that the FBI had investigated 
the link between counterfeit 
merchandise sales in New York 
and the terrorists who bombed 
the World Trade Center in 1993.

The Department of Homeland 
Security seized US$155m worth of 
counterfeit merchandise in 2006, 
an 83% rise on previous years. 

The ‘Global market review of 
counterfeit apparel - forecasts to 
2014,’ says around 20% of all 
athletic apparel typically sold in 
North America, is fake. 

Industry analysts expect the 
proportion of counterfeiting 
to roughly double in the 
2005-2014 period.

PROBLEM PROBLEM



Challenges 
through the supply chain

Threat for 
premium brands

Are these problems increasingly challenging you to deploy a strong authentication 
solution through the supply chain? 

Counterfeiting is a huge threat for premium brand owners. It not only causes significant 
losses in terms of reduced sales, but also results in damage to brand reputation and 
brand equity when substandard, counterfeit products fail to live up to expectations.

•	 Loss	of	revenues	and 
brand reputation due  
to counterfeiting

•	 Parallel	imports	/	grey 
market trade

•	 Poor	warranty	management
•	 Contract	manufacturers	

selling production overruns 
or defective products through 
illicit channels

The branded luxury goods and 
fashion industry is particularly 
threatened by this global menace. 
Parallel imports present other 
challenges to premium brand 
owners: they suffer from margin 
erosion when distributors are able 
to exploit arbitrage opportunities 
and sell diverted goods into 
other markets. In many countries 
premium brand owners are 
unable to extract the full value of 
the products that they sell. 

PROBLEM PROBLEM

Existing Security Features
Most existing systems such 
as holograms and security 
inks rely on the knowledge of 
individuals examining articles 
to identify counterfeits. Often 
crude replications of key anti-
counterfeiting features are 
enough for consumers to 
accept counterfeits as genuine. 
Furthermore, these features are 
ineffective against diversion as 
they can often be removed to 
make products untraceable.



nonClonableID™ LABEL WITH BAR CODE

The nonClonableID™ 
advantage

Are these problems increasingly challenging you to deploy a strong authentication 
solution through the supply chain? 

Bilcare Technologies offers a 
comprehensive solution to 
combat counterfeiting through 
the implementation of its unique 
nonClonableID™ technology. 
nonClonableID™ enables 
identification, authentication and 
brand protection with secure 
track-and-trace capabilities. 
It enables increased visibility 
across the supply chain, providing 
insight and agility to manage 
risks and tackle issues of diversion 
and theft.

SOLUTION SOLUTION

nonClonableID™ employs a 
unique materials-based fingerprint 
for each product that is 
prohibitively difficult to copy (the 
fingerprint cannot be duplicated 
even by Bilcare). These materials-
based fingerprints are applied 
as tamper-evident labels directly 
to the product itself or on the 
packaging. In some cases it is also 
desirable to issue a warranty card 
or loyalty card protected by the 
same technology. 

The nonClonableID™ label is a 
unique, materials-based 
fingerprint consisting of randomly 
distributed particles and cannot 
be reproduced even by Bilcare.

High-security 
brand protection

These unique fingerprints can be incorporated overtly or covertly into a wide range of 
materials including plastic, leather and metal. The fingerprints can be revoked by 
legitimate brand owners at any time, whenever they suspect fraud.

Brand owners can store 
customized information about 
labels and labeled products 
including whether labels 
should be trusted or not, which 
distributor labeled products 
were supplied to and in which 
countries they can be sold. The 
nonClonableID™ solution is 
therefore an excellent means 
to detect and deter product 
diversion, and avert fraud by 
contract manufacturers.

The solution enables real-time 
authentication across the supply 
chain through our proprietary 
hand-held portable readers.



Authentication & verification of fashion items and apparel

Confirm 
authenticity

Compare 
nonClonableIDTM 

fingerprint with 
database content

Securely send 
the nonClonableIDTM

fingerprint 

Scan the 
product label

Authenticate 
label and product
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SOLUTION SOLUTION

Post authentication, further 
details such as the date of 
manufacturing, destination of the 
products to be sold and warranty 
information can be retrieved.  
Moreover, this information can 
be linked to the customer to 
provide enhanced relationship 
management and improve 
targeted sales. For premium luxury 
goods, further information about 
the limited availability of the 
specific item and which artisan 
produced it can also be shared 
with the buyer.

How it works How it works

Through	a	GPRS/Internet/3G	Network,	the	reader	communicates	with	the	back-end	
server which is pre-loaded with the database of the material patterns. At the back-end 
server the material pattern read in the field is compared with the original record and a 
suitable communication is sent back which can be viewed on a mobile phone or PC. 



A comprehensive solution Security advantages

BENEFITS BENEFITS

•	 Safeguard	your	brand 
image and increase 
consumer confidence

•	 Prevent	brand	erosion
•	 Prevent	counterfeits	from	

entering the supply chain
•	 Prevent	grey	market	diversion
•	 Encourage	customers	to 

deal only with authorized 
channels and benefit 
from enhanced customer 
relationship management

•	 Increase	sales	and 
improve profits

•	 Highly	secure	solution	that	
empowers manufacturers, 
distributors, inspectors, 
vendors and customers 
to authenticate products 
anywhere in the supply chain.

•	 At	customs,	when	branded	
products are checked by 
officials to ascertain that they 
are genuine.

•	 In	the	inventory	of	both	
legitimate distributors and 
grey market dealers, to trace 
products back to their source.

•	 At	the	point-of-sale,	to	confirm	
the authenticity of premium 
fashion goods for 
consumer assurance and 
warranty registration.

•	 Database	records	facilitate	
tracking and stock-taking.

•	 Enables	monitoring	and	audit	
of contract manufacturers’ 
facilities to prevent misuse or 
product diversion.

•	 Track	sales	to	consumers	
in real-time and automate 
stock management and 
replenishment locally, 
regionally and globally.

•	 Build	a	loyalty	programme	with	
customers by providing them 
with details of the specific 
luxury fashion item being 
authenticated.


